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Abstract

A well-known challenge Completely Automated Public Turing Test To Tell Computers and Humans Apart (CAPTCHA) faces
is the CAPTCHA farm, where workers solve CAPTCHAs manually. In this work, we propose to tackle this challenge from a
novel perspective. We convert CAPTCHA farm detection to identity inconsistency detection, which essentially becomes an
authentication process. Specifically, we develop a novel embedding model, which measures the similarity between mouse
trajectories collected during the session and when registering/solving CAPTCHA. Furthermore, we propose using diverse
mouse movement data to implement enrollment sample selection and dynamic authentication, enhancing both security and
flexibility during authentication. Experiment results validate the superiority of our method over the state-of-the-art time
series classification methods and mouse-based authentication systems, achieving 96.9% and 99.1% of AUC in identity and
authentication inconsistency detection, respectively. Moreover, unlike most existing works that employ a separate mouse
movement classifier for each individual user, which brings in considerable costs when serving a large number of users, our
model performs detection tasks using only one classifier for all users, significantly reducing the cost. These results indicate
that our model, powered by a single classifier, performs exceptionally well and can detect inconsistencies in the identity of
new users, making it a promising approach for detecting CAPTCHA farm attacks and authentication.

Keywords Mouse - CAPTCHA - Biometrics - Authentication

1 Introduction

Completely Automated Public Turing Test To Tell Com-
puters and Humans Apart (CAPTCHA) aims to recog-
nize and block automated programs by requiring the user
to solve hard Al problems [44]. CAPTCHAs are widely
used in registration to avoid fake accounts in authentica-
tion systems. However, CAPTCHAs have made solving
CAPTCHA s a profitable business [34]. CAPTCHA farms
are often used by programs that imitate human behavior
to bypass CAPTCHAs. These programs may be used for
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activities such as booking tickets for scalpers or creating
fake social media accounts. The attackers use them to lower
their costs: employing workers in low-income areas to solve
CAPTCHASs manually is much easier and cheaper compared
to solving CAPTCHAs by the attackers themselves or by
training new Als. The cost of such attacks can be as low
as 3$ per 1000 CAPTCHAs.! More importantly, existing
CAPTCHA can not defend farming since CAPTCHAs are
designed to be easy for humans. This issue has been largely
overlooked so far. Although CAPTCHA providers have
come up with utilizing browser fingerprinting such as the
client’s IP address, explorer information, hardware infor-
mation, etc., since the CAPTCHA solvers can use virtual
machines and proxies or remote control to provide identi-
cal software/hardware environment with the attacker, these
mechanisms cannot stop CAPTCHA farms. Biometrics,
such as mouse dynamics, keystroke behavior, and images
of hands, have been used to construct new CAPTCHAs, but
existing studies only attempted to detect automated bots [7,
11].

! https://2captcha.com/.
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CAPTCHA farms will cause identity inconsistency in the
session. Noticing that it is not feasible to detect CAPTCHA
farms with existing CAPTCHAs and browser fingerprints,
we propose to identify the users via their mouse trajectories
and reckon the sessions in which CAPTCHA is solved by
another person as CAPTCHA farm attacks. Despite some
studies suggesting combining mouse- and keyboard-based
biometrics, we utilize only mouse trajectories because most
novel CAPTCHAS require the user to operate their mouse
instead of keyboard [25, 29, 39]. Traditional biometrics
such as fingerprint, iris, and face are collected only when
needed for authentication or identification. On the other
hand, mouse movements are captured whenever the user
performs operations that involve the cursor, allowing for
continuous verification of the user’s identity throughout the
session. Additionally, recording mouse behaviors does not
require additional devices, making the cost of deployment
relatively low.

In 2003, Everitt and McOwan made the first attempt to
develop an authentication system using users’ signatures
drawn with a mouse [17]. Since then, researchers have been
experimenting with mouse-based authentication using statis-
tical methods, machine learning, and deep learning (DL). It’s
quite surprising that studies employing statistical analysis or
manual feature engineering generally produce better results
[26]. This could be because these methods are able to extract
information within a time frame of typically 10 min to half
an hour, which is too long for deep-learning approaches.
Longer records tend to contain more information due to the
diversity of mouse trajectories. However, a lengthy authen-
tication process also poses security risks, as an attacker
could complete their task before detection. To make it worse,
training authentication classifiers is expensive. Many studies
have transformed the authentication and identification prob-
lem into multiple One-vs-Rest classification tasks, training
a separate classifier for each registered user. This approach
increases processing power demands and results in an unbal-
anced dataset when scaling up. This hampers the application
of mouse-based authentication on a larger scale. Although
one-class SVM and multi-output deep learning have been
introduced to tackle this issue, the results have been unsat-
isfactory. Furthermore, existing mouse-based authentication
methods require training on the registered users before pre-
dicting whether the input comes from them. This means they
can’t be used to detect CAPTCHA farm attacks, as the users
are unlikely to be included in the training dataset.

In this paper, we introduce a novel system that can be
utilized for both CAPTCHA farm attack detection and
user authentication. The proposed system comprises a
preprocessing procedure, an embedding network, and two
classifiers. The core idea is to accept pairs of mouse trajec-
tories and assess their similarity in identity. This simpli-
fies the problem into one binary classification task instead
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of multiple One-vs-Rest classification tasks. By using a
single classifier, we can predict the similarity between
two mouse trajectories, which significantly reduces both
training and storage costs. The proposed system can pro-
cess input from unseen users and be applied to both user
authentication and CAPTCHA farm detection by convert-
ing them to identity inconsistency detection. We also pro-
pose two mechanisms to take advantage of the diversity of
mouse trajectories, i.e., enrollment sample selection and
dynamic authentication. Specifically speaking, we sample
long input with a sliding window and evaluate the repre-
sentativity of the samples to generate multiple different
and representative sample pairs as input to improve the
model’s performance.

We notice that CAPTCHA farm detection and mouse-
based authentication can share the same solution: measuring
the identity similarity between two mouse trajectories. If the
given mouse trajectories are matched by those recorded by
the user it claims to be, it passes the authentication, and vice
versa. Similarly, if the mouse trajectories recorded when
solving the CAPTCHA have significant differences from
those recorded later, we can predict that the CAPTCHA is
solved by someone else. To build a model capable of calcu-
lating the similarity between two given mouse trajectories,
we apply an embedding network to extract features from
the input and train it using sample pairs. Furthermore, we
propose to perform base sample selection and dynamic
authentication to improve the model’s performance. Our
contributions include:

e We propose a novel system to measure the similarity of
two mouse trajectories for both user authentication and
CAPTCHA farm detection. To the best of our knowl-
edge, this is the first study addressing the third-party
CAPTCHA farm problem.

e The proposed system extracts features from mouse trajec-
tories using the same model. This can lower the required
number of classifiers and significantly decrease training
and storage costs.

e  We propose enrollment sample selection and dynamic
authentication, which utilize the diversity of mouse tra-
jectories and can significantly improve the model’s per-
formance.

e The proposed model is tested on a hybrid dataset of
mouse movement records from 130 users in guided and
unguided environments. The experiment results demon-
strate our model’s effectiveness, robustness, and advan-
tages over the state-of-the-art time series classification
approaches and mouse-based authentication methods.

The structure of this paper is as follows. Related studies
will be reviewed in Sect. 2. The proposed system and the
application details for authentication and CAPTCHA farm
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detection will be introduced in Sect. 3. Section 4 presents
the experiments and results.

2 Related works
2.1 Mouse-based authentication

Mouse-based biometrics are mainly studied for mouse-based
authentication [26]. Since mouse behaviors are commonly
generated continuously after the user passes the authentica-
tion, the researchers found mouse-based biometrics suitable
for continuous authentication to prevent hijacking [21, 35,
41]. A data stream is assumed to be available, which allows
for feature engineering over an extended period of time.
Gamboa and Fred developed a game in which a user has to
match a pair of tiles in a grid of tiles by clicking on them
[20]. The authentication system records the user interaction
during the game and obtains an equal error rate (EER) of
0.2%. Despite the high accuracy, the data collection requires
10-15 min. Ahmed and Issa analyzed 22 users’ mouse
behaviors during unguided sessions and found a false accept-
ance rate (FAR) of 2.4649% and a false rejection rate (FRR)
of 2.4614% [2]. However, it takes 13.55 min on average to
detect an identity mismatch. In another study, Zheng et al.
used angle-based metrics and SVM for classification [46].
They achieved an EER of 1.3% with an average authentica-
tion time of 37.73 min. Additionally, Shen et al. proposed
Mouse-Behavior Pattern Mining and obtained FAR of 0.09%
and FRR of 1% on 5 min’ frequent behavior segments [38].

An authentication process that takes 10 min to half an
hour is considered too slow for traditional authentication
tasks. A shorter authentication time also enables the use
of deep learning. For example, Hu et al. utilized mouse
dynamic behavior to achieve a FAR of 2.94%, a FRR of
2.28%, and an authentication time of 7 s when detecting
insider threats using a Convolutional Neural Network (CNN)
[22]. Additionally, the RUMBA-Mouse, a combined CNN-
Recurrent Neural Network (RNN) model, produced a 3.16%
EER with an average authentication delay of 6.11 s [18].
However, the methods mentioned above require training a
classifier for each user. Shen et al. collected mouse move-
ments from 37 participants in a tightly controlled environ-
ment. They achieved a FAR of 8.74% and an FRR of 7.69%,
with an authentication time of 11.8 s [37]. It is worth notic-
ing that these results were obtained by training a one-class
Support Vector Machine (SVM) classifier to detect impost-
ers instead of a separate classifier for each user. Similarly,
2D-CNN has been applied to avoid training multiple clas-
sifiers: the model has numerous binary outputs, each rep-
resenting the prediction of the authentication results for a
different user, resulting in an EER of 10% [10]. Overall,
mouse-based authentication requires further improvement

in the accuracy, authentication time, robustness, and cost of
training to be practical.

Researchers have also tried to expand the data-collecting
environments. The feasibility in unguided environments is
most common and is usually achieved by capturing consecu-
tive mouse events through segmentation [3, 4, 24]. Siddiqui
et al. recorded mouse dynamics while 10 users played the
video game Minecraft and achieved an average accuracy of
92% [40, 41]. Antal et al. developed a clicking game based
on JavaScript to collect mouse dynamics [6]. Fu et al. pro-
posed introducing angle offset to the standard mouse to com-
bine human learning and machine learning [19].

2.2 Mouse-based CAPTCHAs

Most CAPTCHAs require the user to move their cursors.
Chu et al. developed a client-side logger and a classifier
based on the C4.5 algorithm to identify bots [12]. UNI-
CAPTCHA, a CAPTCHA based on mouse, keyboard, and
web behaviors, applied Hybrid biLSTM+Softmax to detect
bots [42]. Both studies have achieved an accuracy of over
99%, proving that the analysis result of mouse behaviors
can be an important reference for detecting bots. Acien
et al. proposed to model the trajectories according to the
Sigma-Lognormal model from the kinematic theory of rapid
human movements and proved their BeCAPTCHA-Mouse
can detect mouse trajectories generated by a GAN (Genera-
tive Adversarial Network) efficiently [1]. More importantly,
mouse-based CAPTCHASs have been widely deployed as a
part of commercial CAPTCHAS such as GeeTest?. However,
existing methods can only distinguish bots from humans yet
cannot detect CAPTCHA farm attacks.

It’s important to highlight that some existing studies have
attempted to detect CAPTCHA farms. Longe introduced
Double CAPTCHA Challenge-Response Systems aimed at
identifying man-in-the-middle attacks. However, the author
incorrectly assumed that the solvers in CAPTCHA farms
are bots, which is no longer the case today [28]. Addition-
ally, Mohamed et al. developed a mechanism for detecting
streaming-enabled game captcha farming by analyzing real-
time game statistics [33]. Unfortunately, this mechanism has
become ineffective due to changes in the verification proto-
col and the operation of CAPTCHA farms (see Sect. 3.2).

3 Methodology

In this section, we will first introduce the details of the
proposed system, including a preprocessing procedure
and the model consisting of a shared embedding network

2 https://www.geetest.com/
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and two classifiers. Then, we will present its application in
CAPTCHA farm detection and user authentication.

3.1 Mouse movement embedding
3.1.1 Data preprocessing

Mouse trajectories are usually presented as a sequence
of cursor coordinates and the corresponding timestamps
(e 0), (X, 0, 8), .0, (X, ¥, 1,) ). The primary chal-
lenge we encounter when constructing a reliable mouse
movement embedding model is preprocessing mouse move-
ment data gathered from various environments. Although
solving CAPTCHASs can be seen as a controlled environ-
ment, user behaviors on websites are unpredictable and
may include interruptions and accidental actions, reduc-
ing information density and introducing noise. There are
two widely adopted preprocessing methods: one involves
extracting a certain number of intentional mouse behaviors,
such as clicks or movements, while the other entails seg-
menting the data using a fixed window. The former method
is often combined with statistical analysis or feature engi-
neering to process data collected in unguided environments
due to the varying lengths and lack of continuity in mouse
behaviors. Studies using this method typically require longer
authentication times because the decision is not made until
hundreds of mouse events are collected. On the other hand,
the CAPTCHA s can typically be solved within 1 min [45],
which may not meet the authentication time demands. The
latter method, used in deep learning-based approaches,
usually requires only a few seconds of mouse movement.
However, it cannot be used for data collected in unguided
environments since the mouse might be still for a long time,
potentially disrupting the continuity of mouse movement.
Thus, we need a more robust preprocessing procedure to pre-
serve information in mouse trajectories collected in guided
and unguided environments.

Fig. 1 The preprocessing proce-
dure involves cutting meaning-
ful mouse movements from the
raw data and then combining
them to create samples, which
are essentially long enough time
series that can be used as inputs.

Segmentation
& Trimming

To tackle this problem, we propose to perform segmenta-
tion, trimming, and concatenation on the moving state of the
mouse. As shown in Fig. 1, we initially segment mouse
movements to ensure the continuity of the mouse move-
ments (blue blocks), then discard meaningless records and
concatenate the segments to increase the information den-
sity. We cut the data where there is a change in the key’s
state (pressed or released), or when the time gap between
two successive timestamps exceeds 0.3 s. We consider seg-
ments with fewer than 5 data points, as well as those where
the cursor movement in the x or y direction is under 5% of
the screen (white blocks), to contain minimal mouse move-
ment information and, therefore, discard them. We concat-
enate neighbor segments to provide samples with sufficient
information for embedding and classification while main-
taining continuity. Samples are generated using a sliding
window with a specific maximum number of data points. All
segments fully encompassed by the window are concate-
nated to create a sample. The stride of the window is set to
one segment. To avoid creating discontinuous time series by
directly concatenating (x, y) coordinate series, we opt to cal-
culate the distance (dx and dy) and the speed of the mouse

(% and %) between two data points along two directions.

These features are chosen to describe the mouse movement
in mouse dynamics and have been widely used in many
existing studies [6, 10, 18]. Note that we rejected some alter-
native features, such as those related to scrolling or dragging,
as the corresponding wheeling/dragging event might not be
captured in real-world scenarios. We have set the sample
length limit to 256. Therefore, the input for our model con-
sists of two matrices with a shape of (256, 4).

3.1.2 Proposed model

Most existing studies train multiple classifiers, with each one
performing a one-vs-rest binary classification. However, this

Raw Data

Mouse Movements

Two samples together form Samples

Samples From
‘ Other Users

instances. Our model assesses
the similarity between two sam-
ples within the instances and
predicts whether they belong to
the same user

Positive Instance (two samples from the same user)
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Negative Instance (two samples from different users)
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approach results in heavy training and storage burdens as the
number of users increases. Shen et al. trained a legitimate-
vs-illegitimate classifier, disregarding the difference between
legitimate users [37]. Chong et al. applied a 2D CNN with N
outputs [10]. However, this "All-in-one" classifier relies on
the personal information stored in the network. Both studies
attempted to use only one classifier but failed to maintain
performance comparable to other studies. We believe this
is due to their lack of emphasis on the differences between
input data, as individual characteristics significantly influ-
ence the trained classifiers.

The shared goal of authentication and CAPTCHA farm
detection is to determine the similarity between the users.
Widely deployed biometrics such as fingerprints and faces
have similar structures. When a user claims to be someone,
their input data is converted into a feature vector and then
compared with the corresponding feature vectors stored in
the database. The authentication system calculates the simi-
larity and then either accepts or declines the user’s claim.
This framework allows us to avoid training individual classi-
fiers for each user. As shown in Fig. 2, we input two samples
at a time, which are then transformed into feature vectors
using embedding networks with shared layers. These feature
vectors are concatenated and passed to a classifier for simi-
larity prediction. The embedding network consists of two
parallel networks: a three-layer 1D Convolutional Neural
Network (1D CNN) and a two-layer Long short-term mem-
ory (LSTM) network. It’s worth noting that 2D CNN has
been applied in numerous studies for image feature extrac-
tion. FaceNet, a famous model for face recognition, used 2D
CNN for face embedding [36]. When working with images,
it’s common to use convolutions in both dimensions, but
for time series, convolutions along the time axis are more
appropriate. In our approach, we utilize three layers of 1D
CNN with batch normalization and add a global average
pooling layer at the end to decrease the dimensions. For

Fig.2 Model Framework. We
input two samples at a time,
transform them into feature

Sample 1

1]

sequence data, RNNs are effective due to their hidden states
that function as "memory" to retain information about the
processed part of the sequence. The LSTM, a type of RNN,
is especially good at preserving long-term memory. In our
case, we employ two layers of LSTM to capture information
from longer mouse trajectories. Finally, the classifier is a
three-layer feedforward neural network (FNN) with dropouts
to prevent overfitting. The network is trained with an Adam
optimizer at a learning rate of 0.00001 using binary cross-
entropy loss. The model is trained for 200 epochs for both
authentication and CAPTCHA farm detection.

We utilized a combination of traditional machine learning
and deep learning since some studies that employed man-
ual feature engineering had shown promising results. We
extracted identical features from both inputs and obtained
the difference between the two feature vectors. This differ-
ence was then passed to a Random Forest classifier. To per-
form feature engineering, we followed the approach outlined
by Antal and Egyed-Zsigmond [4]. The final prediction was
calculated by averaging the two similarities using decision-
level fusion.

3.2 CAPTCHA farm detection

Today, most websites use CAPTCHAs from third-party
providers, as the ongoing arms race between CAPTCHA
providers and solvers has made it challenging to develop
CAPTCHA s independently (Fig. 3a ). Before implement-
ing third-party CAPTCHAs, a website must obtain a public
site key and a private secret key from the provider. Most
websites will place the CAPTCHA and public site key in an
iframe on the client side. As the first line of defense, users
are typically required to click a checkbox to request and
load the CAPTCHA content. The public site key is used to
invoke the CAPTCHA. Once the CAPTCHA is solved, the
client sends the collected data to the provider. If the provider

Sample 2

[ ]

Sample

vectors using shared layers,
and then feed them into an
FNN classifier. Handcrafted
features are also extracted from

Feature
Extraction

Feature
Extraction

Embedding | Share Layers | pybedding
Network

“““““““““““““““ Network
1D Conv

both inputs, and the difference
between the two feature vectors
is passed to a Random Forest
(RF) classifier. The final predic-
tion is calculated by averag-

ing the two similarities using
decision-level fusion

Subtraction

RF Classifier

Prediction

_lD Conv

~ |

LSTM

%

Concatenation ',

// ‘Concatenation
FNN Classifier : {

Output

Decision Fusion
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Fig.3 The mechanism of
third-party CAPCHAs and
CAPTCHA farm attack

[--- ] [--- ]
[--- ] [--- ]
= =

User Website Third-party Provider

Service Request
Page with CAPTCHA

CAPTCHA Request
CAPTCHA Content

CAPTCHA Solution

Token

Token
Token

Verification Response

(a) The mechanism of third-party CAPCHAs. The page and the
CAPTCHA are rendered asynchronously. A response token will be sent to
the client if the CAPTCHA provider believes the client is a human, which
is then sent to the website for verification.

[--- ] [ ] [--- ]

[--- ] [--- ] [--- ]

— .I_ o .I — - .I —
Solving Service User Website Third-party Provider

Service Request
Page with CAPTCHA
Page URL and Site Key
CAPTCHA Request
CAPTCHA Content
CAPTCHA Solution
Token
Token

Token
Token

Verification Response

v

(b) How attackers can breach CAPTCHAs using CAPTCHA farms. The
attacker extracts information from the page that the solving services
require to load the CAPTCHA. Then, the solving services will pretend to
be the user and obtain the response token. The attackers can use these

tokens to pass the websites’ verification.

determines that the client is a human, a response token is
generated and sent back to the client. The client then sends
the response token to the server. The server can verify the
response by checking with the CAPTCHA provider using
the received response and the private secret key.

This verification procedure, however, has been breached
by CAPTCHA-solving services, also known as CAPTCHA
farms. These services are utilized by programs that mimic
human behavior in order to bypass CAPTCHAs. They are
often used for activities such as booking tickets for scalpers
or creating fake social media accounts. Attackers use these
services to reduce their costs; it is easier and cheaper for
them to employ individuals in low-income areas to solve
CAPTCHASs manually rather than doing it themselves or
training new Als. These attackers pretend to be regular users
and misuse tokens to bypass the CAPTCHA. In Fig. 3b , it is
illustrated that attackers who carry out harmful activities on
websites do not directly engage with CAPTCHA providers.

@ Springer

Instead, they relay the necessary information to CAPTCHA
farms, where workers solve the CAPTCHA and send the
response tokens they receive from the CAPTCHA provider
back to the attackers. Upon receiving the response token,
the user only needs to complete the remaining communica-
tion process after successfully passing the challenge, which
typically involves entering the token in an element on the
page and submitting the form or dispatching an event with it.

Threat model A website offers valuable content that is protected
by a CAPTCHA, which is managed by a third-party provider. An
attacker aims to access this content without manually solving the
CAPTCHA, so they purchase a CAPTCHA-solving service from a
CAPTCHA farm. The service is provided with the page URL and
site key, allowing the assigned worker to solve the CAPTCHA and
generate a token. The attacker will then use this token to bypass
the CAPTCHA and perform further actions independently.

We’ve discovered that these attacks work well because the
CAPTCHA provider and the website are unable to confirm the
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consistency of the user’s identity. The lack of identity verifica-
tion means that anyone can solve the CAPTCHA. However, cre-
ating a new protocol to address this issue will be difficult mainly
because of the collaboration between attackers and CAPTCHA
farms. These parties share all the messages they send or receive
from the CAPTCHA provider and websites. CAPTCHA solvers
can use virtual machines, proxies, or remote controls to falsify
hardware and software information. Therefore, a verification
system that can ensure that the CAPTCHA solver and the user
are the same person is necessary. By ensuring consistent iden-
tity verification, we can compel attackers to either hire solvers
for further actions or expend more effort in mimicking them,
thereby increasing the cost.

Problem definition Given two mouse trajectories from unseen users,
CAPTCHA farm detection aims to predict whether they come
from the same user.

Since CAPTCHA solvers can falsify hardware and soft-
ware information, we suggest using mouse-based biomet-
rics to create a system that can detect identity inconsist-
encies. This system measures the similarity between two
mouse movements from unseen users using the framework
mentioned earlier. This will help us develop a mechanism
to detect CAPTCHA farms, as shown in Fig. 4. During
each session, the mouse movement data used to solve the
CAPTCHA will be stored until the session ends. The web-
site can collect the user’s mouse movements when the user
takes subsequent actions, such as booking a ticket or voting.
These records will then be preprocessed and fed into the
model to measure their identity similarity. This will allow
the website to determine whether the records are from dif-
ferent users. Since the subsequent actions are not performed

3
i
s

|
[

; “ Preprocessing
[ g ——>

~E

\

_ Data Collection

Website

Fig.4 CAPTCHA Farms Detection. During each session, the mouse
movement data used to solve the CAPTCHA will be stored until
the session ends. The website can collect the user’s mouse move-
ments when the user takes subsequent actions, such as booking a
ticket or voting. These records will then be preprocessed and fed into

=

Preprocessing
P —

by the CAPTCHA solvers, attackers using CAPTCHA farms
can be detected.

When creating the training dataset, we preprocess all
mouse trajectories in the given dataset and combine the
resulting samples to generate positive and negative
instances. Let’s say that for a user with ID i, n’Y samples are
created. When generating positive instances, if we include
all possible combinations, the number of positive instances

ni*(ni—l)

for each user will be . However, this can become

prohibitively large for users with a lot of data. Similarly,
the number of negative instances increases significantly
when scaling up. We have also observed that neighboring
sample pairs exhibit substantial overlaps due to the sliding
window. As a result, these sample pairs can be easily iden-
tified as positive, which is not practical in real-world sce-

narios. Thus, for a sample set {Sg,S’i,S;, ,S;l,_l }, we

generate positive instance set

S8t ) sst ) S S Lol s s
?1‘ 1 1+% 2 2+% 71‘1 ni—1

to take full advantage of the data while generating a proper
number of practical positive instances for training. This
also helps generate sufficient and varied training and testing
samples, thus improving generalization and easing overfit-
ting. To create a balanced dataset, we combine each positive
instance with one sample from it and another sample chosen
randomly from other users to create a negative instance. The
model is trained using an Adam optimizer with a learning
rate of 0.00001 and binary cross-entropy loss. After train-
ing the model with the generated dataset, it can be used for
identity consistency verification.

2
=

=
L
£
(%)

| )t
T

1w

! i3

!

\
\

\

—

the model to measure their identity similarity. Since the subsequent
actions are not performed by the CAPTCHA solvers, attackers using
CAPTCHA farms can be detected. The image of CAPTCHA comes
from Google reCAPTCHA (https://developers.google.com/recaptcha)
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3.3 Mouse-based authentication

The proposed system can also be used for user authenti-
cation. The main distinction between authentication and
CAPTCHA farm detection is that, during the verifica-
tion process of a claimed user’s mouse trajectory, we can
access the mouse trajectories recorded from this user during
registration.

Problem definition Given mouse behavior data from registered
users, a mouse trajectory, and a target user ID, mouse-based
authentication is to predict whether the record comes from the
claimed registered user.

Most existing mouse-based authentication methods train
a classifier for each registered user using these records, lead-
ing to large training and storage costs. Due to the similarity
between mouse-based authentication and identity inconsist-
ency detection, the framework presented above can also be
used for authentication and tackle this problem. The user’s
mouse trajectory will be collected during registration and
stored just like the password in a password-based authentica-
tion system. After collecting data, the model can be trained
and used as mentioned above. The authentication system
can either use mouse trajectories as passwords, i.e., requir-
ing the user to perform mouse movements before allowing
the user to access, or it can be combined with other authen-
tication systems to ensure continuous identity consistency
throughout the session, also known as continuous authenti-
cation. It is worth mentioning that when new users register,
unlike other methods that need to train a new classifier, the
proposed framework does not necessarily require retraining
since it can work on unseen users.

Enrollment sample selection When performing identity
inconsistency detection, both samples of the input sample
pair come from unseen users, whereas one sample comes
from the training data for authentication. Given an input
sample and a target user ID, we combine the sample with a
sample from the target user and pass it to the model to deter-
mine whether the user is the target user. However, there may
be multiple samples available from the training data, and
the choice of which sample to use can impact the model’s
performance. To address this, we propose a mechanism for
selecting the enrollment sample. Specifically speaking, after
training the model, we assess the representativeness of the
available samples using a validation set and select the most
representative samples for authentication. We encountered
a combinatorial explosion issue when evaluating the base
samples from the training set. To address this, we randomly
chose 20 samples from each user’s validation set and 20
samples from other users’ validation sets and used them
to evaluate the samples from the training set. We used the
binary cross entropy loss function to evaluate the samples’
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representativeness. The process of selecting enrollment sam-
ples can be represented as:

20
: 1 i Qli i X
min o 2;) —~(log(f(S!, S/) + log(1 = £(S., $¥)))

where f is the classifier, S’ i is the shuffled validation set of
1

user i, and X has the discrete uniform distribution f(x) = o
forx € {1,2,...,N} \ {i}. N represents the total number of
users.

Dynamic authentication

Using mouse trajectories as biometrics offers the advan-
tage of continuous data collection throughout a session.
Unlike identity inconsistency detection time, which is con-
strained by CAPTCHA solving time, the authentication
time can be more flexible due to the availability of a data-
stream of mouse trajectory. We leverage this difference to
enhance the classifier’s performance. Because of the
diverse nature of mouse trajectories, conducting multiple
classifications using different samples improves authenti-
cation accuracy. Specifically, by using a sliding window
and utilizing new samples adjacent to the latest input, we
can generate new predictions of identity similarity. As a
result, dynamic authentication provides real-time confi-
dence in the authentication outcome and identifies identity
inconsistencies when the user changes. To ensure diver-
sity, we use a half-overlapping sliding window. This
approach can be repeated several times to optimize authen-
tication accuracy at the expense of longer authentication

time. Given sample S]‘:, let e; be the number of segments
included in sample S;, the expanded sample set can be
expressed as:

(S5 E(SDL EX(S), ... . X7 (S)))

where E(S}) = S, and samp, is an adjustable parameter
i+

representing the number of samples. The mean output of the

classifications is calculated to provide a more reliable

prediction.

4 Experiments

In this section, we introduce two datasets collected in
guided and unguided environments and the evaluation met-
rics, which we used to test the proposed framework. Then,
we present the experiments and results for CAPTCHA
farm detection and user authentication.



CAPTCHA farm detection and user authentication via mouse-trajectory similarity measurement

Page9of16 323

Table 1 Datasets

Dataset SapiMouse Balabit

No. users 120 10

Environment Guided Unguided

Avg. time of mouse move- 156s 9984s
ments

Avg. time of data 247s 63752s

4.1 Datasets

We utilized two public datasets for evaluation®. The Sapi-
Mouse dataset includes mouse trajectories from 120 users
(92 male and 28 female) from the Sapientia University, aged
between 18 and 53 years [6]. For each user, a 3-min and a
I-min session were recorded. This dataset was collected in
a controlled environment where users played a short game
and attempted to complete as many mouse operations as
possible*. The participants were required to move the mouse
to a randomly appearing icon and perform specific actions.
The data was obtained using a JavaScript web application
installed on the participants’own computers, which varies.
The participants used different browsers and mouses with a
huge variety of DPI (dot-per-inch) settings, in some cases
they used touch-pad. This data collection process closely
resembles CAPTCHA solving in terms of mouse move-
ments. The Balabit Mouse Dynamics Challenge dataset con-
sists of mouse trajectories from 10 users when they perform
unspecified administrative tasks [47]. A network monitoring
device is set between the client and the remote computer that
inspects all traffic as described by the RDP protocol. 5-7
sessions were recorded for each user. The session length
varies from 40 min to 7 h. Although some shorter sessions
are available as test data, we did not utilize them due to lack
of labeling and identity information. In our experiments, we
combined the SapiMouse dataset with the Balabit Mouse
Dynamics Challenge dataset to create a comprehensive data-
set that incorporates data from both guided and unguided
environments, which include varied behaviors. More details
can be found in Table 1. The Balabit dataset provides sig-
nificantly more data for each user.

We normalized all coordinates based on the monitor’s
resolution, which varies between users and can lead to an
overly optimistic estimate of mouse movement. After this
normalization, we calculated the time required for mouse

3 1t is tempting to test the trained model in a realistic environment.
However, since the CAPTCHA farms only render the CAPTCHA, we
are unable to collect mouse trajectories from the CAPTCHA farms
as only the CAPTCHA providers can access their mouse trajectories.

4 https://mousedynamicsdatalogger.netlify.app/

movement for classification. We excluded data with less
meaningful mouse movement. On average, it takes 18.5 s of
effective mouse movement to generate a sample.

Both the Balabit dataset and the SapiMouse dataset con-
tain data from multiple sessions. Unlike the sessions from
the SapiMouse dataset, the sessions from the Balabit dataset
vary in length. The split into training, validation, and test
sets was done after we obtained the samples from different
sessions and arranged them in order. We did not shuffle the
data to ensure that the training, validation, and test sets were
as independent as possible.

4.2 Evaluation metrics

False Accept Rate (FAR) and False Reject Rate (FRR) are
two important metrics used to evaluate a biometric system.
FAR measures the possibility of allowing an attacker to gain
unauthorized access, while FRR measures the possibility
of denying a legitimate user’s access. Typically, the bio-
metric system produces a probability rather than a definite
result. The threshold for accepting or rejecting a match can
be adjusted to make the system more secure (higher FRR
and lower FAR) or to reduce inconvenience for legitimate
users (higher FAR and lower FRR). To provide a more com-
prehensive view, the FRR-FAR curve is plotted. The Equal
Error Rate (EER) is the point at which FAR and FRR are
equal, and it is widely used as a metric to reflect the balance
between FAR and FRR. Additionally, the area under the
curve (AUC) of the receiver operating characteristic (ROC)
curve is commonly used as a quantitative measurement of
the overall performance of the classifier.

We also adopted two metrics concerning time, namely,
the training time of the classifier and the authentication
time. The training time indicates how quickly a classifier
can be trained. The authentication time refers to the amount
of mouse movement data needed to complete the authentica-
tion process, demonstrating the convenience of the biometric
system.

4.3 CAPTCHA farm detection

In order to simulate the threat scenario of a CAPTCHA farm
attack, we randomly divided the users in the dataset into
two groups: training users and testing users. There was no
overlap between the two groups to ensure that the testing
users were unfamiliar to the classifier. The model was then
trained using the training users and tested on the unseen
testing users.

4.3.1 Comparison with time series classification models

Since very few existing studies have attempted to address
this type of attack, we employed three state-of-the-art time
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Table 2 Comparation of MultiROCKET, HIVE-COTEv2, Inception-
Time, and our model on identity inconsistency detection

Method AUC (%) EER (%) Training time
Hydra + MultiROCKET [16] 87.7 20.0 798.7 min
HIVE-COTEvV2 [32] 85.4 20.4 505.2 min
InceptionTime [23] 93.6 13.2 527.9 min
Our work 96.9 8.9 72.0 min

series classification models as baselines: Hydra + Multi-
ROCKET, HIVE-COTEvV2, and InceptionTime.

e Random Convolutional Kernel Transform (ROCKET)
uses a large number of randomly parameterized con-
volutional kernels to transform the data into features
[14]. MiniROCKET, a variation of ROCKET, acceler-
ates ROCKET by fixing many random components of it
[15]. MultiROCKET further improves MiniROCKET by
considering the first-order differences of time series and
adding multiple pooling operators and transformations
[43]. Hybrid Dictionary—Rocket Architecture (Hydra)
combined dictionary method for time series classification
and ROCKET. Among tested variations, the combina-
tion of Hydra and MultiROCKET, i.e., Hydra + Multi-
ROCKET yields the best results [16].

e The Hierarchical Vote Collective of Transformation-
based Ensembles (HIVE-COTE) is a heterogeneous
meta ensemble for time series classification [27]. HIVE-
COTE 2.0 [32], as its upgraded variation, is an ensem-
ble of four representative TSC models that use different
approaches: Temporal Dictionary Ensemble (TDE) for
dictionary-based approaches [31], Diverse Representa-
tion Canonical Interval Forest (DrCIF) [30] for interval
based approaches, an ensemble of ROCKET called Arse-
nal for convolutional based approaches, and Shapelet
Transform Classifier (STC) for shapelet approaches [8].

e InceptionTime, a representative deep learning approach,
is an ensemble of five deep learning networks based on
Inception networks that are initialized randomly [23].
Matthew et al. evaluated the state-of-the-art TSC algo-
rithms with 112 datasets from the University of Califor-
nia, Riverside (UCR) archive [9, 13] and 30 new datasets.
The averaged ranked performance of HIVE-COTEV2,
Hydra + MultiROCKET, and InceptionTime are 2.75,
3.2545, and 4.3661, ranked in the top three, respectively.

We implemented MultiROCKET, HIVE-COTEv2, and
InceptionTime using aeon, a Python toolkit for learning
from time series®. For Hydra, we are using the multivariate

3 https://www.aeon-toolkit.org/
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version®. Given their relatively long training times, we
adjusted their training parameters and datasets to ensure that
their training time is within an order of magnitude longer
than our model’s (Table 2).

e The number of training epochs of InceptionTime is set to
200 to align with our model.

e The scale of the training dataset for Hydra + Mul-
tiROCKET is limited to 20,000 instances randomly
selected from the original training dataset.

e Similar to Hydra + MultiROCKET, the training dataset
for HIVE-COTEV?2 is limited to 10,000 instances. The
training time limit was set to 720 min.

Although our limitation for Hydra + MultiROCKET and
HIVE-COTEV2 reduced the scale of their training dataset,
their training time was 7 to 10 times ours even with the limi-
tations, and removing the limitations would lead to unbear-
able training time. These models take one multivariate time
series as input. To meet their requirements, we concatenate
the two samples in each instance along the variates direc-
tion, leading to an input including dx, dy, %, and % for both
samples. We used 5-fold cross-validation to ensure every
user was considered during model performance evalua-
tions. 25% of the training users were reserved as the valida-
tion set in each fold. The experiments were conducted on a
machine with an Intel Xeon Gold 5220 CPU at 2.20 GHz
and a NVIDIA Tesla V100 GPU. Fig. 5a shows the mean
FRR-FAR curves. Our model achieved the lowest FRR and
FAR at 8.9%. In contrast to the results obtained using the
UCR archive, among the state-of-the-art time series classi-
fication methods, InceptionTime demonstrated significantly
better performance than Hydra + MultiROCKET and HIVE-
COTEV2, which obtained less promising results. This is
likely because Hydra + MultiROCKET and HIVE-COTEv2
focused more on the frequency domain of the time series,
which is not as relevant for analyzing mouse trajectories.
This suggests the clear advantage of deep learning in pro-
cessing mouse trajectory data. The averaged AUC and EER
are presented in Table 1. The fact that our approach achieved
the highest AUC and the lowest EER with a significantly
shorter training time proves its effectiveness and simplicity.

4.3.2 Comparison with mouse-based authentication
systems

Since other mouse-based authentication systems can theo-

retically be used to detect identity inconsistencies, we have
implemented three different state-of-the-art mouse-based

S https://github.com/angus924/hydra
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Fig.5 The FRR-FAR curves in
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(c) Mean FRR-FAR curves when using dif-
ferent ablation settings.

Table 3 Comparation of three other mouse-based authentication sys-
tems and our model on identity inconsistency detection

Table 4 The mean AUC and EER when using different ablation set-
tings

Method AUC (%) EER (%) Verification time Method AUC (%) EER (%) Verification time

Siddiqui et al. [41] 56.8 454 4.845 s RF 92.0 15.2 <0.001 s

Fuetal. [18] 58.2 443 191.073 s DL 83.0 25.1 0.005 s

Antal et al. [4] 92.8 13.8 0.141s Preprocess + RF 96.0 10.2 <0.001 s

Our work 96.9 8.9 0.005 s Preprocess + DL 93.3 13.2 0.005 s
Preprocess + RF+DL  96.9 8.9 0.005 s

authentication systems. This provides a more comprehensive
comparison, including two deep learning-based approaches
and one traditional machine learning-based approach. In
order to detect inconsistencies in identity, we use one of
the two provided mouse trajectories to register and train a
new classifier to determine whether the other mouse trajec-
tory belongs to the same user. As training new classifiers
for thousands of instances can be time-consuming, espe-
cially for deep learning-based approaches, we have sampled
two 30-s mouse trajectories from each user for evaluation
purposes.

As presented in Fig. 5b and Table 3, the first two
methods based on 1D CNN and 1D CNN + BiLSTM

architectures were ineffective at identifying identity incon-
sistencies. This was primarily due to the lack of training
data. It is also worth noting that their verification times
are longer, especially Fu et al.’s approach, which takes
191.073 s to train a model and perform verification. How-
ever, the third approach, which involved feature engineer-
ing and a Random Forest classifier, was less affected by
this issue. In fact, it outperformed the first two approaches
and achieved an AUC of 92.8% and an EER of 13.2%.
Furthermore, it only takes 0.141 s to train a classifier and
produce the verification result. Our approach achieved
even better results, with a 3.9% higher AUC, a 4.3% lower
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EER, and a verification time that was 28 times faster since
we avoided training a new classifier.

4.3.3 Ablation

We divided the proposed model into three components and
conducted an ablation experiment to assess its effectiveness:
the preprocessing procedure, the RF-based classifier, and the
DL-based classifier. In the preprocessing step, we omitted
the segment filter and sliding window sampling. Neighbor-
ing mouse events that have a time gap of over 10 s are treated
as separate samples, without concatenation. While the struc-
tures for feature extraction, the embedding network, and the
classifiers remain unchanged, the RF-based and DL-based
classifiers are trained and evaluated independently.

The results are presented in Fig. 5¢ and Table 4. The
RF-based classifier outperformed the DL-based classifier,
particularly when the latter was trained without our preproc-
essing procedure. One possible explanation for this is that
the lack of sliding window sampling resulted in a smaller
training set, which significantly lowered the performance
of the DL-based classifier. Additionally, the RF-based clas-
sifier demonstrated a clear advantage in verification time.
When utilizing the RF-based classifier, the preprocessing
procedure led to an increase of 4.0% in the AUC and a
decrease of 5.0% in the EER. The improvements were even
more pronounced for the DL-based classifier, with the AUC
increasing by 10.3% and the EER decreasing by 11.9%. It
can also be observed that all three components contributed
to obtaining the highest AUC and lowest EER in this abla-
tion experiment.

In summary, the two experiments presented above have
shown the advantages of the proposed system for detecting
identity inconsistency. Our approach achieved better perfor-
mance in a shorter time for both training and verification.

4.4 Authentication

Unlike the former experiment, the training user set and the
testing user set are intersected in this scenario. To test the
performance when using different user sets as the registered
users, we evaluate our model using the following settings:

Setting I The users from both datasets are mixed and shuf-
fled. 80% of the users are considered registered users,
while the remaining 20% are imposters. 80% of the sam-
ples from the registered users are used for training, and
the remaining 20% of the samples, along with all samples
from the imposters, are used for testing.

Setting Il The same training/test split method is used for
the SapiMouse dataset. Users from the Balabit dataset
are considered additional imposters to expand the test set.
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Setting 11l The users in both datasets are mixed and shuf-
fled, and we split them into training and test sets using
the same method. However, the users from the SapiMouse
dataset that are used for training will not be treated as
registered users. This is to prevent overfitting that can
occur when training with only the Balabit dataset, which
is a relatively small training set.

We conducted two experiments to verify the effectiveness of
the enrollment sample selection and dynamic authentication
and evaluate the performance of our model.

Effect of enrollment sample selection and dynamic
authentication In our first experiment, we demonstrate how
selecting enrollment samples and using dynamic authen-
tication can enhance the performance of our model. This
experiment was carried out under Setting I. For the base-
line, we replaced the selected enrollment samples with a
randomly chosen sample from the user’s training set. As
illustrated in Fig. 6, enrollment sample selection led to
higher AUC, lower FAR, and lower FRR. The improvement
is also evident with an increase in the number of samples,
with or without enrolling sample selection. We stopped at
7 samples because beyond this point, authentication time
increases significantly, taking more than a minute on aver-
age. Compared to the worst result obtained without enroll-
ment sample selection and dynamic authentication, the best
result shows an increase of 0.8% in AUC, a decrease of 4.0%
in FAR, and a decrease of 1.2% in FRR. This demonstrates
that enrollment sample selection and dynamic authentication
can greatly improve our model’s performance. For all sub-
sequent experiments, we used enrollment sample selection
and 7 samples.

Authentication performance Next, we evaluate the perfor-
mance of our model compared to other studies under 3 dif-
ferent settings. We will now assess our model’s performance
in comparison to other studies using three different settings.
This is necessary because while mixing the dataset can dem-
onstrate how well our model generalizes, the varying data
volumes between the datasets significantly impact perfor-
mance, leading to unavoidable bias. As seen in Table 5, the
AUC score for Setting I is 98.5%, which is 1.5% higher than
when using Setting II and 0.6% lower than when using Set-
ting III. In Fig. 7, the differences in FAR and FRR show a
similar trend, indicating that the model performs better on
the Balabit dataset. Furthermore, Fig. 8 illustrates the dis-
tribution of the AUC for each user. It’s evident that the AUC
of users in the SapiMouse dataset is more widely spread.
This could be due to the fact that more training data can be
obtained from the Balabit dataset for each user than from
the SapiMouse dataset.

In Table 5, other mouse-based authentication approaches
are also detailed. Some studies have achieved more accurate
authentication systems [2, 20, 38, 46]. However, they require
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Table 5 Comparation of the result of our authentication experiment and other representative studies

Study No. subjects FAR (%) FRR (%) AUC (%) No. classifiers Authentication time
Gamboa and Fred [20]* 50 0.2 0.2 50 10-15 min
Ahmed and Traore [2]* 22 2.5 2.5 22 13.55 min
Zheng et al. [46]* 30 1.3 1.3 30 37.73 min
Shen et al. [38]* 159 0.1 1.0 159 5 min
Fuetal.[18] 15 32 32 99.4 15 6.11 sec
Antal et al.[5]° 10 (Balabit) 98 10

Antal et al.[6] 120 (SapiMouse) 17 17 88 120 15s

Shen et al.[37]* 37 8.7 7.7 1 11.8s
Chong et al.[10] 10 (Balabit) 10 10 96 1 10s

Our Work (Setting I) 130 5.1 5.1 98.5 1 T4s

Our Work (Setting II) 130 9.1 9.1 97.0 1 T4s

Our Work (Setting III) 130 3.2 3.2 99.1 1 T4 s

This study did not provide the AUC score
®This study did not provide the FAR, FRR and authentication time

Fig.6 The eﬂ.‘eCt of enronm?nt 0.985{ —*— Selected Sample 0.075 —e— Selected Sample
sample selection and dynamic —— Random Sample : —— Random Sample
authentication. Enrollment sam- 0.984 0.070
ple selection and longer input 0.983 0.065
led to higher AUC, lower FAR, 0.982 0.060
and lower FRR. Compared to S <
. . < 0.981 T 0.055
the worst result obtained with-
out enrollment sample selection 0.980 0.050
and dynamic authentication, the 0.979 0.045
best result shows an increase 0.040
. 0.978 -
of 0.8% in AUC, a decrease of
4.0% in FAR, and a decrease of 1 2 3 4 5 6 7 1 2 3 a 5 6 7
1.2% in FRR Number of Samples Number of Samples
(a) AUC (b) FAR
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o
& 0.064
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0.060
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much longer authentication times and training a classifier
for each user. Fu et al.’s approach performs very similarly
to ours, with a short authentication time [18]. However, we
have implemented this approach in the experiment presented
in the previous section and demonstrated its extended train-
ing time for each user. To our knowledge, only two exist-
ing studies [10, 37] have managed to achieve mouse-based

1 2 3 a 5 6 7
Number of Samples

(c) FRR

authentication using a single classifier, and our model out-
performs both of them. Therefore, our model is competi-
tive with other state-of-the-art mouse-based authentication
approaches. It is also worth noting that through the use of
dynamic authentication, our model offers greater flexibility
in terms of authentication timing and can be further adjusted
to meet specific requirements.
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Fig.8 Distribution of AUC when viewing users in one dataset as
registered users. The AUC of users in the SapiMouse dataset is more
widely spread

5 Conclusion and discussion

We recognized a lack of research on identifying CAPTCHA
farms and the need to simplify mouse-based authentication
systems. To address this, we created a new system that com-
bines CAPTCHA farm detection and identity inconsistency
detection. Taking inspiration from fingerprints and facial
recognition, we developed a single model to assess the
similarity between two mouse movements for authentica-
tion and identity verification. Furthermore, we suggest using
diverse mouse movement data to implement enrollment sam-
ple selection and dynamic authentication, enhancing both
security and flexibility during authentication. Our model
was tested on a dataset with 130 users, achieving a 96.9%
AUC score for identity inconsistency detection and 99.1%
for authentication. These results indicate that our model,
powered by a single classifier, performs exceptionally well
and can detect inconsistencies in the identity of new users,
making it a promising approach for detecting CAPTCHA
farm attacks and authentication.

The potential impact of Al advancements The lat-
est advancements in Al, particularly Multimodal Large
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Language Models (MLLMs), have raised new concerns
about CAPTCHA security. Despite their impressive under-
standing capabilities, MLLMs do not have any advantages
over human workers in CAPTCHA farms when it comes to
solving CAPTCHASs, apart from the cost. It’s also impor-
tant to note that successfully passing CAPTCHASs involves
not only finding the correct solution but also entering it
without being identified as a bot. Given the advancements
in mouse-based CAPTCHA s (as discussed in Sect. 2), it is
questionable whether replacing human workers with Als
is feasible and cost-effective. Furthermore, even if the
arms race between CAPTCHA providers and CAPTCHA
farms changes the landscape of attack techniques, the
proposed system will remain effective as long as solving
CAPTCHASs requires the use of a mouse.

Corner cases: legitimate helpers With the information
that the website can retrieve while solving CAPTCHA,
CAPTCHA farms and helpers legitimated by the user cannot
be distinguished, since the CAPTCHA solvers can use vir-
tual machines and proxies or remote control to perfectly fake
that they are legitimate helpers. Furthermore, it is difficult
to draw a line between illegitimate helpers and legitimate
helpers in some situations. For example, except for the APIs
for programmers, some CAPTCHA farms also offer browser
plugins for the convenience of normal users, which indicates
that some unmalicious users are also using their services.
Thus, to address this problem, additional information and
measures are required. Still, if trading user convenience
for the defense against CAPTCHA farms is unacceptable,
the proposed classifier can be used as an alarm to indicate
whether further verification is needed.
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